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Data Is the New Oll
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we need tofind it,

extract it, refine It
distribute it and
monetize It.

David\Buckingham
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How Do Data Breaches Occur?

Employee loses an unencrypted portable device (smartphones, laptop, tl
drive, backup tape)

Property crimes (computers prime targets)

Inside job (employee steals information)

Stray faxes, emails

Phishing scams and increasingly;Fpslaing (social engineering)

Malware / virus attacks (especially when working remotely on an unsecu
network)

Failure to purge/scrub computing devices scheduled for destruction

o To o Do Io Po Do I

Weaknesses in "Cloud" security
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The Market of Stolen Personal Information

A Large and sophisticated black market with shockingly low prices for perso
iInformation (supply > demand):

A Credit card information (name, billing addressnbar CVV2 code, and expiratio
date) = $1.50$3.00 per file.

A Social security numbers ES§BLper number, depending on availability of
corresponding date of birth and/or mother's maiden name.

A Online banking Jogdetails = $5G51,000.

A See, RSA Asitraud Command Center, RSA Online Fraud Report, August 20010:
ww.rsa.com/soluticosisumer_authenticdticeirepott1068_Online_Fraud_report_0@&f10 .
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Critical Company Data Types Prioritized

Maximum rank =5 and Minimum rank = 1
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2017 Cost of Data Breach Study glétmaiemon Institute Research Report
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Data Breach Causes

Data Breach Costs Caused by Data Breach Costs Caused by
Malicious Attacks Negligent Insider

Lo $232 f $174

per Lost Record
Malicious Attacks

are most expensive and more frequent*

‘/r)\’

24%

System Glitch

37%

Malicious Attack

39%

Negligence

Cost of a Data Breach in 2011

n Businesses Pald an Average of
Zg|[E  $5.5 Million
per Data Breach
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Types of Malicious Attacks*
M 50% Viruses, Maware, Worms, Trojans
2% 33% maiicious insiders

u 28%  Theft of Data-Bearing Devices
ﬁ% 28%  SOL Injection

@ 22%  Phishing

[B] 17% weseaseanttacis

- & Barani bl
Ype may

Watch out for malicious insiders

Rogue employees or contractors are the second mo st common
type of maliclous attack.

Calculate your data breach risk at www.databreachcalculatorcom
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The Average per Capita Cost of Data Breach
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2047 Cost of Data Breach Study glétmlemoinstitute Research Report Ponem!n
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The Average Total Organizational CostBrie2abmig
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Healthcare
Education
Pharmaceutical
Financial
Communications
Industrial
Consumer
Sermvices
Energy
Technology
Media
Hospitality
Transportation
Hesearch
Retail

Public
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The Average per Capita Cost of Data Breach per Industry
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Greek Market Vs Global Ma&eturity Incidents
PWQ Information Security Survey 2013
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= None MW lor2 over 3 N/A -
Greek companies do not report Security Incidents P‘M}_rc
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Directive On Network and Information Security

A The Commission extends the obligation to report significant cyber inciden
Internet and Telecommunications proviters

A Key Internet companiés.g. large cloud providers, social netvoarksnerce
platforms, search engines).

A Banking sector and stock exchange

A Energy(e.g. electricity and gas)

A Transpor{operators of air, rail and maritime transport and logistics)
A Health

Obligation to notify Customers

Breach notification within 24 to 72 hours to the local regulator
Data protection officers for 250+ employee firms
Fine:up tal100m or 5% of global annual turnover
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Risk Management Issues

Privacy (Cyber) Risks
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Enterprise risk framework and foundational model

Creditrisk

Default risk
Credt rating, modelng, optsnzabon

Counterparty risk

Derivatives, futures, Swaps, insurance

Liquidity risk
Asset hqudity, abdty funding

Asset liability management
VaR, EaR cash forecastng

Source: |IDC Financial Insights, 2011

Marketrisk
Interest rate change

Currency fluctuation

forex

Commodity risk

Portfolio risk

Business strategy
M3A RED

Sovereign risk

Gecpolitical risk

Operational risk

Human capital
Employment prachoes, workplace safety

Financial crime
Fraud. sanchons. PEP. AML

Compliance

Regulations, polcees, standads, reportng

Technology

nirastructure, data management

Legal risk

Lawsuts reguiabon, reputahon, kabddy

Cyber risk

Malware, 1AM, 1DS, SEM, endport

Accounting and controls
Controls, reconcikations, excephon handing

Vendor risk

Puble cloud, vendor management

NikogGeorgopouldsPrivacy Liability & Data Breach Managememiw.privacyrisksadvisors.com Octob vy 4




Data Breach Reactive Management

Discovery of a Data
Breach

Theft, loss, or Unauthorized
Disclosure of Personally
Identifiable Non-Public

Information or Third Party

Corporate Information that
is in the care, custody or
control of the Insured
Organization, or a third
party for whom the Insured
Organization is legally liable
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Managing the

Evaluation of
the Data Short-Term
Breach Crisis

Motification and
Credit Monitoring

Forensic
Investigation and
Legal Review

Public Relations
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Handling the
Long-Term

Consequences

Class-Action
Lawsuits

Regulatory Fines,
Penalties, and
Consumer Redress

Reputational
Camage
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Risk Management Issues
Privacy (Cyber) Insurance Insure Intangible Assets

Property Insurance
t Excludes “data” as property.

Cyber Liability
L_ General Liability
‘ (including Product Liability)
\ )

Excludes damage to intangible property,
such as data, and either excludes or limits
coverage for many exposures common to
companies conducting business in

. . . an E-World.
General - Product Traditional

pabtity . pabliigg _ s Errors and Omissions (E&0)
Limited to “traditional” professional
exposures and financial loss due to failure of

a product/service to perform as designed.

http://www.youtube.com/watch?v=4cn5DwpkY
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Privacy (Cyber) Liability Insurance at a Glance

Firstparty coverage include: Thirdparty coverage include:

A

Theft and fraudCovers destruction or loss of the A Litigation and regulatorgovers the costs associated
policyholder's data as the result of a criminal or with civil lawsuits, judgments, settlements or penaltie
fraudulent cyber event. resulting from a cyber event.

Forensic investigatiotCovers the legal, technical &  Regulatory respons€overs the legal, technical or
forensic services necessary to assess whether a cybéorensic services necessary to assist the policyholde
attack has occurred, to assess the impact of the attaglkesponding to governmental inquiries relating to a cy
and to stop an attack. attack, and provides coverage for fines, penalties,

Business interruptiorCovers lost income and related investigations or other regulatory actions.
costs where a policyholder is unable to conduct bAisindstification costsCovers the costs to notify customer:
due to a cyber event or data loss. employees or other victims affected by a cyber event

Extortion Provides coverage for the costs associated including notice required by law.

with the investigation of threats to commit cyber @tacksisis managementovers crisis management and pu
against the policyholder's systems and for payments telations expenses incurred to educate customers
extortionists who threaten to obtain and disclose concerning a cyber event and the policyholder's resp
sensitive information. including the cost of advertising for this purpose.

Computer data loss and restoratiGovers physicalA  Credit monitoringCovers the costs of credit monitorin
damage to, or loss of use of, corglated assets, fraud monitoring or other related services to custome
including the costs of retrieving and restoring data, employees affected by a cyber event.

hardware, software or other information destroyefl or Media liabilityProvides coverage for media liability,

damaged as the result of a cyber attack. including coverage for copyright, trademark or servic
infringement resulting from online publication by the
insured.
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11.8 months is the average time to restore an Organizations R

1 1 - 8onths

IS the average time it will take t
restore an Organizations
Reputati onos f

o G Incident

Nl Aa

ClO
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Diminished Value of the Brand due to Data Breach

The average Diminishing Value of the Brand as a direct resul
an incident would be 21% according to the survey.

ClO
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Cyber Liability and Data Breach Insurance Claims 2012

Percentage of Breaches by Cause of Loss

Paper Recordsyjalware / Virus
Other 3% 5%
17% Staff Mistake
7%

Third Party
Contractors

7%
Theft
Hacker 9%
23%

Rogue Employees

10%
Lost Laptop /
Devices
19%
NetDiligendgeport 205i2Cyber Liability and Data Breach Insurance Claims NetDﬂjgenoe
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Cyber Liability and Data Breach Insurance Claims 2013
_ PERCENTAGE OF CYBER CLAIMS BY BUSINESS SECTOR
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NetDiligendgeporR013 Cyber Liability and Data Breach Insurance Claims
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Case Study : Son¥urich
Sonyos CGL
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ZURICH: NO COVERAGE
FOR SONY DATA

BREACHES

Meanwhile, Zurich says that Sony's CGL policy
does not cover damages arising from cyber
incidents, maintaining the policy only covers
“bodily injury” and “property damage” caused
by other types of occurrences. Herein lays a
multifaceted issue with applying CGL policies to
cyber risks. Standard CGL forms often provide
coverage for personal and advertising injury.
bodily injury and property damage.
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Pol i cy

Sony Corp PRMORE Y, Add to YWatch List § SetAlert
TODAY
28.06 £ +0.08 / +0.29% ! -21.42%
Quote Profile Newws Charts Forecasts Financials Shareholders Competitors
Advanced Chart
1day | 5day | 10Day | 1 Month | 3 Months | 6 Months | YTD | 1 Year | 3Year | 10 Year

09/22/2010 Open $30.53 High $30.73 Low $30.22 Close $30.28 ‘“Yolume 612,938
30.00
29.50
29.00
28.50
28.00
Apr 25 Apr 28 Apr 27 Apr 28 Apr 28 May 02 May 03 May 04 May 05 May 06
-1.34% -1.00% -2.55% -2.20% 0.28% +1.73% -1.25% 0.21% -1.41% +0.29%
Managememiw.privacyrisksadvisors.com
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@ Target Privacy (Cyber) Liablility Insurance

TARGET

A 100 Million Customers Had Info Stolen
A 17yearold created malware used in Target breach?

A Target has $100M of Cyber Insurécamsurance companies

A $10 million deductible
A $61 million data breach costs
A $17 million data breach costs reported due to data breach insurance
A Target Contractor is responsible for Data breach?

A $280 million data breach costs until nowttp:/imwww.privacyrisksadvisors.com/case-studies/
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@ Target Data Breach Insurance
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TARGET
Data Breach Insurance Covers

o Po Po  Po Do Do Do

hire acomputer forensics investigatordetermine how the breach occurred and what
data was exposed,

hire adata privacy attorndg help navigate the various U.S. State (and international
privacy laws,

sendnotification letter$o the affected customers,

offera oneyear credit monitoring servit®ethe customers affected as wetleabcated
call centeto answer any customer questions,

hire goublic relations firrto help with the media,

pay for customer damages due to identity #seftell as defense costs in the event
thereds a | awsuit due to their data

pay for privacy regulatory deferssal where insurable by state law, regulatory fines
penalties.

http://www.privacyrisksadvisors.com/case-studies/
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World's Biggest Data Breaches
suesLz corouk ez sz (Csrou

latest l
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Top 5 List of Businesses Misconceptions

A Every Data Breach is covered by General Liability Policy

A Our Employees would never act maliciously and know how to protect ou
A Our Information is ypetitected by our IT consultants

A The Cost to respond to a data breach is very low.

A Most Data Breaches happen to Big Companies
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