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Data Is the New Oil 
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Information Age 
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How Do Data Breaches Occur? 
 

Å Employee loses an unencrypted portable device (smartphones, laptop, thumb 
drive, backup tape)  

Å Property crimes (computers prime targets)  

Å Inside job (employee steals information)  

Å Stray faxes, emails  

Å Phishing scams and increasingly, Spear-Phishing (social engineering)  

Å Malware / virus attacks (especially when working remotely on an unsecured 
network)  

Å Failure to purge/scrub computing devices scheduled for destruction  

Å Weaknesses in "Cloud" security  
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The Market of Stolen Personal Information 

 

Å Large and sophisticated black market with shockingly low prices for personal 

information (supply > demand):  

ÅCredit card information (name, billing address, card-number, CVV2 code, and expiration 

date) = $1.50 ï $3.00 per file.  

Å Social security numbers = $1 ï $6 per number, depending on availability of 

corresponding date of birth and/or mother's maiden name.  

Å Online banking log-in details = $50 ï $1,000.  

 
 

 

Å See, RSA Anti-Fraud Command Center, RSA Online Fraud Report, August 20010: 

ww.rsa.com/solutions/consumer_authentication/intelreport/11068_Online_Fraud_report_0810 .pdf  
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Critical Company Data Types Prioritized  

     2011 ï Cost of Data Breach Study global ï Ponemon Institute Research Report  

     Maximum rank = 5  and Minimum rank = 1 
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Data Breach Causes  
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The Average per Capita Cost of Data Breach  

     2014 ï Cost of Data Breach Study global ï Ponemon Institute Research Report  
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The Average Total Organizational Cost of Data Breach (mio) 

     2014 ï Cost of Data Breach Study global ï Ponemon Institute Research Report  
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The Average per Capita Cost of Data Breach  per Industry 

11 

     2014 ï Cost of Data Breach Study global ï Ponemon Institute Research Report  
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Greek Market Vs Global Market ï Security Incidents 
PWC ï Information Security Survey 2013 
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Greek companies do not report Security Incidents   
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Directive On Network and Information Security  

ÅThe Commission extends the obligation to report significant cyber incidents except 
Internet and Telecommunications providers to:  

ÅKey Internet companies (e.g. large cloud providers, social networks, e-commerce 
platforms, search engines).  

ÅBanking sector and stock exchange 

ÅEnergy (e.g. electricity and gas) 

ÅTransport (operators of air, rail and maritime transport and logistics) 

ÅHealth  

 

Obligation to notify Customers   

Breach notification within 24 to 72 hours to the local regulator  

                             Data protection officers for 250+ employee firms 

Fine: up to ú100m or 5% of global annual turnover 
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Risk Management Issues 
Privacy (Cyber) Risks 
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Data Breach Reactive Management 
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Risk Management Issues 
Privacy (Cyber) Insurance Insure Intangible Assets 

http://www.youtube.com/watch?v=4cn5DwpkYLA 

http://www.youtube.com/watch?v=4cn5DwpkYLA


Nikos Georgopoulos ï Privacy Liability & Data Breach Management      wwww.privacyrisksadvisors.com                                October  2014 

Privacy (Cyber) Liability Insurance at a Glance 

First-party coverage include: 

Å Theft and fraud. Covers destruction or loss of the 

policyholder's data as the result of a criminal or 

fraudulent cyber event. 

Å Forensic investigation. Covers the legal, technical or 

forensic services necessary to assess whether a cyber 

attack has occurred, to assess the impact of the attack 

and to stop an attack. 

Å Business interruption. Covers lost income and related 

costs where a policyholder is unable to conduct business 

due to a cyber event or data loss. 

Å Extortion. Provides coverage for the costs associated 

with the investigation of threats to commit cyber attacks 

against the policyholder's systems and for payments to 

extortionists who threaten to obtain and disclose 

sensitive information. 

Å Computer data loss and restoration. Covers physical 

damage to, or loss of use of, computer-related assets, 

including the costs of retrieving and restoring data, 

hardware, software or other information destroyed or 

damaged as the result of a cyber attack. 

 

Third-party coverage include: 

Å Litigation and regulatory. Covers the costs associated 

with civil lawsuits, judgments, settlements or penalties 

resulting from a cyber event. 

Å Regulatory response. Covers the legal, technical or 

forensic services necessary to assist the policyholder in 

responding to governmental inquiries relating to a cyber 

attack, and provides coverage for fines, penalties, 

investigations or other regulatory actions. 

Å Notification costs. Covers the costs to notify customers, 

employees or other victims affected by a cyber event, 

including notice required by law. 

Å Crisis management. Covers crisis management and public 

relations expenses incurred to educate customers 

concerning a cyber event and the policyholder's response, 

including the cost of advertising for this purpose. 

Å Credit monitoring. Covers the costs of credit monitoring, 

fraud monitoring or other related services to customers or 

employees affected by a cyber event. 

Å Media liability. Provides coverage for media liability, 

including coverage for copyright, trademark or service mark 

infringement resulting from online publication by the 

insured. 

 

17 
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11.8 months is the average time to restore an Organizations Reputation 

  11.8months  
 

     is the average time it will take  to 

restore an Organizations 

Reputationôs following such an 

incident 
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Diminished Value of the Brand due to Data Breach 

  The average Diminishing Value of the Brand as a direct result of such 

an incident would be 21% according to the survey. 

   -21% 
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Cyber Liability and Data Breach Insurance Claims 2012 
Percentage of Breaches by Cause of Loss 

 

NetDiligence Report 2012 ï Cyber Liability and Data Breach Insurance Claims 
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Cyber Liability and Data Breach Insurance Claims 2013 

21 

 

NetDiligence Report 2013 ï Cyber Liability and Data Breach Insurance Claims 
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Case Study : Sony  - Zurich   

Sonyôs CGL Policy does not cover damages arising from Cyber Incidents 
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            Target Privacy (Cyber) Liability Insurance 

Å 100 Million Customers Had Info Stolen 

Å 17-year-old created malware used in Target breach? 

Å Target has $100M of Cyber Insurance ð 6 insurance companies 

Å $10 million deductible 

Å $61 million data breach costs 

Å $17 million data breach costs reported due to data breach insurance 

Å Target Contractor is responsible for Data breach? 

Å  $280 million data breach costs until now 
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            Target Data Breach Insurance 

Data Breach Insurance Covers 

 

Å hire a computer forensics investigator to determine how the breach occurred and what 

data was exposed, 

Å hire a data privacy attorney to help navigate the various U.S. State (and international) data 

privacy laws, 

Å send notification letters to the affected customers, 

Å offer a one-year credit monitoring service to the customers affected as well as a dedicated 

call center to answer any customer questions, 

Å hire a public relations firm to help with the media, 

Å pay for customer damages due to identity theft as well as defense costs in the event 

thereôs a lawsuit due to their data breach and 

Å pay for privacy regulatory defense and where insurable by state law, regulatory fines and 

penalties. 
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World's Biggest Data Breaches 
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Top 5 List of Businesses Misconceptions 

 

 

Å Every Data Breach is covered by General Liability Policy 

Å Our Employees would never act maliciously and know how to protect our data 

Å Our Information is well-protected by our IT consultants 

Å The Cost to respond to a data breach is very low. 

Å Most Data Breaches happen to Big Companies 

 

 

 

 

 



Nikos Georgopoulos ï Privacy Liability & Data Breach Management      wwww.privacyrisksadvisors.com                                October  2014 

Cyber Risks Advisors Linkedin Group  
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www.privacyrisksadvisors.com 
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